WHITEPAPER -

The Cognitive Residual: A Proactive and
Operational Framework for a Post-Al
Enterprise

Executive Summary

The proliferation of advanced Artificial Intelligence (Al) presents an existential challenge to the
modern enterprise: the management of the "Cognitive Residual.” This term defines the unique,
experience-based, and intuitive knowledge possessed by expert employees—the very asset
most at risk of being lost or improperly commodified in an era of automated knowledge work.
Current corporate governance and employment frameworks are fundamentally unequipped
for this challenge, treating this cognitive asset as an extractable resource rather than a
licensable entity.

This report provides a proactive and operational framework for addressing the Cognitive
Residual challenge. It proposes a strategic pivot from a defensive, extractive posture to a
collaborative, GRC-compliant (Governance, Risk, and Compliance) model that secures this
high-value asset while empowering the workforce. This framework is built on four
interdependent pillars:

1. The Portable Cognitive Asset (PCA): This pillar reframes the employee's Cognitive
Residual not as a "work-for-hire" output, but as a "Portable Cognitive Asset." It draws
legal and economic parallels from the "creator economy" ' to establish a new model of IP
licensing, governance (via data trusts or co-operatives) 2, and novel compensation
structures.”

2. 'Living Twin' Governance: This pillar operationalizes the PCA as an in-employment
"Living Twin." It establishes a rigorous internal control framework, focusing on a "signing
authority" model ° to define legal accountability. It further introduces employee-centric
controls, including a "two-way" redress mechanism ” and a "dual-key" policy for model
retraining.

3. The Al Knowledge Curator (AIKC): This pillar identifies the "who" of the governance
framework. It defines the competency model for the new, critical "Al Knowledge Curator"
or "Agent Librarian" ®—a hybrid role of data engineer, information scientist, and GRC
expert. It analyzes the strategic trade-offs of the AIKC's reporting structure, concluding
that an independent, federated GRC function is the only viable model.’

4. The 'Safe Harbour' Market Map: This pillar provides the procurement framework for
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building and operating the Living Twin. It categorizes vendor methodologies,
distinguishing between "extractive" (safe, verifiable) " and "mimetic" (unsafe,
personality-cloning).” It concludes that the only GRC-compliant solution is a hybrid
(Retrieval-Augmented Generation) model."”

Together, these four pillars provide an integrated, end-to-end strategic response. This
framework transforms the Cognitive Residual from a liability into a durable, auditable, and
collaborative competitive advantage, future-proofing the organization's unique human
expertise in the age of Al.
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|. The Portable Cognitive Asset (PCA): From Employee
to Creator

The central failure of modern enterprises in confronting Al is the reliance on an archaic
employment paradigm. The traditional view holds that an employee's knowledge is a
corporate-owned "residual"—a byproduct of their employment to be extracted and
automated. This section dismantles that assumption, reframing this knowledge as a "Portable
Cognitive Asset" (PCA). This PCA is a distinct, valuable, and—maost critically—licensable entity.
The legal and economic precedents established by the "creator economy" provide a robust,
market-proven framework for this new relationship.

A. The Creator IP Model: A Legal Precedent for Cognitive Licensing

The current legal structure of employment is insufficient for governing a "Living Twin." A new
model is required, and one already exists.

The Traditional Fallacy: ‘Work-for-Hire'

Traditional employment contracts hinge on the "work-for-hire" doctrine.” Under this model,
the corporation automatically assumes legal ownership of the employee's output—be it code,
reports, designs, or other deliverables. This framework is fundamentally insufficient for the
Cognitive Residual. The "Residual” is not a static output; it is a dynamic model of the
employee's decision-making process.

An Al-generated "Living Twin" is not a report an employee wrote; it is a synthetic
representation of how they think. Attempting to claim ownership of this cognitive model under
a standard "work-for-hire" clause is a profound legal and ethical overreach. It conflates the
product of labor with the persona of the laborer. This legal ambiguity creates massive liability
and will inevitably lead to significant labor disputes.

The Creator Economy Pivot: IP Licensing

The "creator economy" provides the necessary legal and conceptual shift.! In this multi-billion
dollar industry, the relationship between the brand (the employer) and the creator (the
employee) is not one of ownership, but one of licensing. U.S. copyright law establishes that
social media content is a protectable form of intellectual property, and the creators own the IP
rights to that content.”

Brands do not, by default, own the creator's work. They license it. The three most heavily
negotiated terms in these brand deals are usage rights, exclusivity, and compensation.’ While
brands often request a work-for-hire provision, the negotiated standard is a license that
grants the brand specific, time-bound rights for fair and equitable compensation.”’
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From Image Rights to Cognitive Rights

The contracts governing influencers provide a direct template for the PCA. A standard
influencer marketing contract explicitly delineates the provision of professional services from
the separate, licensable assets of the creator. The collaborator must provide explicit consent
for the "use of their data and image for promotional purposes," which includes “online
dissemination on websites, social networks, and other media".”®

A "Living Twin" is the most profound and persistent "online dissemination" of an employee's
cognitive "data and image" imaginable. It is not a work product; it is a persona license.
Therefore, it cannot be assumed under a general employment agreement. Its creation and use
must be governed by a specific "Cognitive Persona License" addendum. This addendum,
much like an influencer contract, would define the terms of use, the duration of the license ,
the specific internal applications (e.g., “internal analysis," "client-facing simulation," etc.), and
the compensation model.

B. Frameworks for Cognitive Asset Governance: Trust, Co-operative,
or Direct License?

Once the PCA is established as a licensable asset, the organization must select a governance
model. This is a strategic choice with direct trade-offs between corporate control, employee
empowerment, and legal risk. Analysis of existing data governance literature reveals three
viable operational models."

1. The Fiduciary 'Data Trust' Model (The Guardian)

This model directly addresses the "power asymmetries" that exist between large companies
and the individuals whose data they wish to use.?® In this framework, the organization (or a
designated third-party) would act as a trustee for the employee's PCA.?

This trustee would have a fiduciary duty to manage the asset, with the explicit goal of
protecting the common interest from "over-exploitation and privacy violation".? This model,
often proposed for public health or municipal data 2, prioritizes protection and ethical
stewardship over monetization. For the enterprise, this would be the most risk-averse model,
placing a formal, legally-bound guardian between the corporation's desire for efficiency and
the employee's cognitive rights.

2. The 'Data Co-operative' Model (The Collective)

This model, also drawn from data governance theory ', focuses on "democratic governance" *

and the "joint gathering and distributing of the data".? In this framework, employees would
form a "Data Co-operative" to collectively bargain the terms of their PCA licenses.
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This structure is not merely a governance framework; it is the embryonic form of a "digital
union." This model explicitly recognizes the labor involved in data curation, stewardship, and
management.® A core principle of data-sharing agreements in this model is ensuring "fair
remuneration"” for this labor and outlining how revenue will be "distributed to data sharers,
data stewards, or others who contributed".?

In an economy where cognitive models become a primary means of production, the only way
for labor (employees) to retain power is to collectively bargain the terms of their data. This
model suggests a future where "Data Co-ops" act as the new collective bargaining units for
knowledge workers, negotiating data rights, usage terms, and "efficiency bonuses" * on behalf
of their members. This model addresses the power asymmetry *° not with a guardian (the
Trust), but with collective power (the Co-op).

3. The Direct 'Creator License' Model (The Free Market)

This is the most direct parallel to the creator economy ' and the most market-driven
approach. In this model, the employee, acting as an individual “creator,” negotiates and
licenses their PCA directly to the employer.

This framework bypasses collective structures and focuses on individual negotiation. The
contract would specify use cases, duration '®, and, most critically, compensation. This model
provides the most flexibility for novel compensation structures. For example, an organization
could implement an "MIP Efficiency Bonus" * (or a similar construct), where the employee
receives a direct royalty or bonus based on the documented productivity gains, revenue
generated, or cost savings achieved by their "Living Twin." This model aligns individual and
corporate incentives but risks exacerbating power asymmetries *° without the protection of a
Trust or Co-operative.

C. Table 1: Portable Cognitive Asset (PCA) Governance Models

The following table provides a C-suite-level decision matrix. It clarifies that "how" the PCA is
governed is a strategic choice with direct trade-offs between corporate control, employee
empowerment, and legal risk.
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Parameter Traditional Fiduciary Collective Direct
‘Work-for-Hire' | 'Data Trust' ‘Data Co-op' ‘Creator
(Obsolete) Model Model License'
Model
Primary Asset Work Product (e.g., Cognitive Model & Collectively Individual
Governed reports, code) Personal Data Stewarded Cognitive Model
Data/Models
Asset Corporation (by Trust (held in Collective Individual
Ownership default) fiduciary duty) (managed by (licensed to corp.)
co-op)
Primary Goal Corporate Control Protection & Equity & Monetization &
& Ownership Privacy Democratic Empowerment
Governance
Compensation Salary (for Fiduciary Collective Salary +
Model labor/output) Protection (as Dividend / Fair ‘Efficiency' Bonus
benefit) Remuneration &
Portability None Low (Tied to Trust) Medium (Tied to High (Tied to
Co-op) Individual)

Key Citation
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ll. Governance of the 'Living Twin': Internal Controls
and Accountability

Establishing the PCA as a licensable asset (Pillar I) is the necessary legal foundation. This
second pillar operationalizes the PCA, moving it from a static asset to an active,
in-employment “Living Twin." A GRC framework must be designed to manage this Twin as a
new, auditable operational entity. This framework must be built on unambiguous
accountability, clear liability, and human-centric control mechanisms.

A. The 'Signing Authority’ Accountability Framework: Drawing the
Liability Line
The primary governance challenge of an active "Living Twin" is accountability. When a

decision aided by a Twin leads to a financial loss, a regulatory breach, or client harm, who is
liable? The ambiguity of "human-Al teaming" ?? creates an unacceptable GRC risk.

The solution is to adapt the formal GRC concept of "signing authority".® In corporate and legal
governance, "signing authority" is the documented, delegated authority for a specific human
agent to take an action or make a decision that is legally binding on the corporation.®

This concept is applied directly to the Living Twin. The Twin, as a "non-human" entity, can
assist, analyze, and prepare work, but it can never possess signing authority. The legal
precedent is clear: a non-lawyer assistant who prepares a report "cannot have check signing
authority for the trust account".® The Living Twin is the ultimate non-lawyer assistant. It can

generate the analysis, but the human expert must be the sole signatory.

This framework creates a bright-line, auditable event. The act of the human "signing off" on
the Twin's work transfers 100% of the liability for that action to the human, who is acting as
the organization's designated agent. This simple, auditable control resolves the liability gray
area. It preempts the "Al made me do it" defense. An Al "hallucination" ?* or error at the point
of action is irrelevant; the human signer is accountable for validating the work before binding
the corporation.

B. Human-Al Teaming (HAIT): Validation and Redress Frameworks

The in-employment relationship between the employee and their Twin is a formal "Human-Al
Teaming" (HAIT) environment.?? This new working model cannot be left unmanaged. It requires
a "Human-Al Teaming Validation Framework" % to govern the relationship, manage
performance, and handle disputes.

A core, non-negotiable component of any trustworthy Al framework is the "Ability to redress".’

This principle ensures that "affected parties can seek redress" for harms or errors, which in
turn "builds trust, upholds fairness, protects individual rights, and promotes a responsible
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work environment".’

In the context of a Living Twin, the "affected party" is not just an external customer or
regulator; it is the employee themselves. The employee whose cognitive model is being used
is the party most intimately and continuously affected by the Twin's performance. However,
accountability frameworks often focus only on external harm, while a specific redress
mechanism for the human in the loop is missing.’

Therefore, the GRC framework must include a formal, "two-way" redress mechanism. This is
an HR- and GRC-arbitrated "redress channel" for the employee to file a grievance if they
believe their Twin is being misused, is performing inaccurately, is reflecting outdated
knowledge, or is being applied to "unlicensed" tasks (as defined in their PCA license from
Pillar 1). This redress channel is the central human-centric control loop, ensuring the human
expert retains ultimate agency over their cognitive persona.

Furthermore, this network of Living Twins, when properly governed, becomes a powerful GRC
asset. Organizations can use this "digital twin" ecosystem to simulate the impact of regulatory
change, new internal controls, or market risks.?” This capability, which creates virtual replicas

of processes and systems %6, moves GRC from a "periodic assessment" model to a "proactive,

continuous, and adaptive approach".?

C. The 'Dual-Key' Retraining Policy: An Ethical and Technical Control

The Living Twin is not a static tool. It must be retrained to reflect the employee's new
knowledge and experiences. This retraining process is the most sensitive and high-risk
component of the HAIT lifecycle.

A critical control failure arises from the conflict between standard technical and HR
approaches. The technical default is "automatic retraining" ?°, where a model is updated when
a trigger (like data drift) is detected. The HR default is a "continuous feedback loop" *°, where
employees share comments on the Al system.

For a Living Twin, automatic retraining of a person's cognitive model is an unacceptable
ethical and operational risk. It would mean the corporation could "update" an employee's
digital persona without their consent or oversight.

The solution is a "dual-key" retraining policy that merges the technical *° and HR-governance
% tracks. This policy mandates that retraining cannot be automated. The "trigger" *° for
retraining can only be the human feedback loop.*°

This process operationalizes the "signing authority" concept (from section II.A) for the
model's own lifecycle. A retraining event requires two "keys" to be turned simultaneously:

1. The Employee (The ‘Creator’): The employee must provide explicit consent for the
retraining. This involves them providing the "feedback" (new knowledge) and, crucially,
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validating the proposed changes to their Twin.

2.

The Al Knowledge Curator (The ‘Guardian’): The AIKC (see Pillar Ill) must provide a

separate approval. This approval certifies that the change is compliant with GRC policy,

has been audited for bias, and is technically sound.

This "dual-key" system ensures that the employee's cognitive model cannot be altered
without their explicit, auditable consent, providing a robust, human-centric ethical control.

D. Table 2: 'Living Twin' Internal Control Framework (RACI Matrix)

The following RACI (Responsible, Accountable, Consulted, Informed) matrix operationalizes
the "Signing Authority" and "Dual-Key" concepts. It provides a clear, actionable guide for
managers and GRC teams, moving liability from a gray area to a black-and-white auditable

Prep

process.
Decision / Responsible Accountable Consulted Informed (Who
Action Scenario (Who does the (The one (Who must be is notified?)
work?) "Signer") looped in?)
Internal Analysis / Living Twin Human Employee N/A (Manager) GRC Audit Log

External Client
Communication

Human Employee

Human Employee

N/A (Manager)

GRC Audit Log

Fiduciary / Human Employee Human Employee Legal / GRC Audit Log
Regulated Action Compliance
5
Routine Model AIKC (Technical) "Dual-Key": Manager GRC Audit Log
Retraining + Employee
(Feedback) 1. Human

Employee

2. Al Knowledge

Curator
Human-Twin Human Employee Human Employee Manager AIKC
Disagreement
Employee Human Employee Head of Al GRC HR Business GRC Audit Log
Redress Partner, Legal
Grievance ’

Table 2: 'Living Twin' Internal Control Framework (RACI Matrix)
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lll. The Al Knowledge Curator: A Competency and
Reporting Model

This governance framework requires a new, central role to manage it. If the PCA is the "what"
and the Living Twin governance is the "how," the Al Knowledge Curator (AIKC) is the "who."
This new, critical function is responsible for the integrity, quality, ethics, and governance of
the enterprise knowledge that fuels all Al systems, especially the Living Twins.

A. The AIKC: From 'Digital Twin Manager' to '‘Knowledge Governor'

It is critical to first distinguish the AIKC from related, but incorrect, role definitions. The AIKC is
not a "Digital Twin Manager".*' That existing role, often found in manufacturing or supply chain
logistics, is a highly technical, operational-technology position focused on the physical

world—mechanics, electronics, "FEM simulation tools," and "industrial plants".*?

" 3% or, more precisely,

The Al Knowledge Curator is a "Digital Knowledge Community Curator
an "Agent Librarian".2 This person is "responsible for the quality, accuracy, and maintenance
of the agent's knowledge sources".? This role recognizes that the "quality and uniqueness of
an organization's proprietary knowledge base will become a primary source of competitive

advantage".® The AIKC is the governor of this asset.

B. Core Competency Model for the Al Knowledge Curator

The AIKC is a hybrid role that sits at the "intersection of data engineering and domain
expertise".® An effective curator cannot be a pure technologist, a pure librarian, or a pure
compliance officer; they must be all three. Based on this, a core competency model can be
defined.

1. Technical & Data Engineering: The AIKC must possess a mastery of data governance.
This includes the technical skills for building and managing the knowledge base, such as
data modeling, ETL (Extract, Transform, Load) processes, and the selection and
management of "appropriate storage technologies, most commonly vector databases for
handling semantic search".®

2. Information Science & Governance: This is the "librarian” skillset. The AIKC is
responsible for "building, maintaining, cleaning, and continuously updating the
proprietary knowledge bases".? This includes developing the metadata strategy, auditing
knowledge for quality and consistency, and ensuring the data is not "outdated," which
would lead to "an ineffective and unreliable agent".®

3. Domain & Business Expertise: This person cannot be a pure technologist. They must
possess deep "domain expertise" ® to understand what the knowledge means. They must
be able to audit the proprietary knowledge  for contextual accuracy, not just syntactical
correctness.

4. GRC & Ethics: This person is the chief "guardian® of the Al. This competency aligns with
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the emerging role of an "Al Safety & Ethics Engineer".® The AIKC is responsible for
"adversarial testing" of the models, "auditing systems for bias," "ensuring compliance
with regulations," and "implementing the guardrails that ensure responsible agent
behavior".® This competency is what makes the AIKC the "Accountable" party in the
"dual-key" retraining policy.

C. Table 3: Al Knowledge Curator (AIKC) Competency Model

The following table translates the abstract "Agent Librarian" concept ® into a concrete
competency framework, providing an actionable foundation for job design and recruitment.

Competency
Domain

Key Skills

Core
Responsibilities

Key Citation(s)

Technical & Data
Engineering

Data Governance, ETL
Processes, Data
Modeling, Vector
Database Management

Design, build, and
manage the technical
infrastructure of the
proprietary knowledge
base.

Information Science &
Governance

Metadata Strategy,
Information Auditing,
Knowledge Lifecycle
Management, Content
Curation

Act as the "Agent
Librarian": continuously
build, maintain, clean,
and update all
knowledge sources.

Domain & Business
Expertise

Deep Subject Matter
Expertise (e.g., in Legal,
Finance, R&D)

Validate the accuracy
and relevance of the
knowledge. Ensure the
"proprietary knowledge
base" is not "outdated.”

GRC & Ethics

Al Safety, Bias Auditing,
Regulatory Compliance
(e.g., EU Al Act),
Guardrail
Implementation

Act as the "Al Safety &
Ethics Engineer":
implement guardrails,
audit for bias, and
ensure regulatory
compliance.

Table 3: Al Knowledge Curator (AIKC) Competency Model

Martyn Redstone
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D. Strategic Trade-Offs: The AIKC Reporting Structure

The most critical organizational design decision is where the AIKC function reports. This
decision is not administrative; it is strategic. It will determine the balance of "trade-offs
between compliance, innovation, and scalability" ' and will dictate whether the entire
governance framework succeeds or fails. Al governance is a "strategic imperative, not just an

operational issue".*®

Option 1: Reporting to CIO/IT (The Technologist)

e Pro: This structure aligns the AIKC with core IT governance * and the technical teams
managing the Al infrastructure and data platforms.

e Con: This model is explicitly warned against in Al governance frameworks.’ It creates a
fundamental conflict of interest, as the "technology teams" are prioritized to lead
governance, when they should support it.” This structure will invariably optimize for
innovation and scalability at the expense of compliance and safety, creating significant,
unmanaged risk.'

Option 2: Reporting to CLO/Legal (The Guardian)

e Pro: This structure maximizes the focus on compliance, risk mitigation, and data
privacy.’’ It positions the board's oversight of data governance * and legal risk as
paramount.

e Con: This model risks "slowing product development cycles to creating operational
bottlenecks".”® It can "inadvertently suppress the very innovation it seeks to protect".”

Legal and compliance should be a "support" function, not the primary "leadership".’

Option 3: Reporting to CHRO (The Humanist)

e Pro: This structure correctly centers the employee, whose "data and algorithms at work"
“0 are the core asset being governed. It aligns with HR's existing role in managing
sensitive employee information * and performance management systems.*

e Con: The CHRO function typically lacks the deep technical expertise in data governance
% and the complex GRC expertise required for transatlantic Al compliance.®” This model
optimizes for human-centricity but fails on technical and regulatory rigor.

Option 4: Recommended Model - A Federated, Independent GRC Function

The research is clear: a "cross-functional approach is essential" ?, and "cross-functional

ownership" ' is required to balance compliance and creativity. The AIKC cannot report into
any single silo (IT, Legal, or HR). To do so would force the function to optimize for that silo's
primary metric (speed, safety, or human-ness, respectively) and fail on the other two.

The AIKC must be an independent function, analogous to Internal Audit, to manage these
"hidden costs" and "trade-offs".'° This function should report administratively to a new "Head
of Al GRC" and functionally to the cross-functional "steering committee".” This steering

WHITEPAPER - The Cognitive Residual: A Proactive and Operational Framework for a Post-Al Enterprise

Martyn Redstone 12 of 23



committee, as recommended by regulatory guidance, must include leaders from legal, IT,
product, HR, and procurement.’ This federated model is the only structure that can
responsibly manage the competing priorities of innovation, compliance, and human-centric
governance.

E. Table 4: AIKC Reporting Structure: Strategic Trade-Off Analysis

This table provides a clear analysis of the organizational design trade-offs, justifying the
federated model as the only strategically sound option.

Reporting Pro Con Strategic Recommended? Key
Line (Optimizes (Creates risk | Implication Citation
for...) of...)
Clo/IT Innovation & Compliance & "Friction points No ¢
Scalability Safety Failures that impact
competitivenes
s" (via risk)
CLO / Legal Compliance & Operational "Stifling No ?
Risk Mitigation Bottlenecks innovation”
CHRO/HR Employee-Cen Technical & Ineffective No %
tricity GRC Gaps governance of
technical data
and regulatory
risk.
Federated Balance (of all Increased Manages Yes ?
GRC three) coordination "trade-offs
Committee overhead between
compliance,
innovation, and
scalability."

Table 4: AIKC Reporting Structure: Strategic Trade-Off Analysis

IV. 'Safe Harbour' Market Map: Vendor Risk Analysis

This final pillar delivers the procurement framework. To build and operate the PCA and Living
Twin, organizations must engage third-party vendors. However, vendor methodologies vary
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wildly, presenting a significant GRC risk. This section creates a "Safe Harbour" market map *?
that categorizes vendor methodologies, providing a clear, risk-based procurement guide that
distinguishes "safe" (verifiable) from "unsafe" (cloning) techniques.

A. Defining the Methodologies: 'Extractive’ vs. ‘Mimetic’

The market can be bifurcated based on how a vendor's Al handles knowledge.

1. 'Extractive' (Safe Harbour)

Definition: This methodology finds knowledge. Extractive Al systems "focus on
identifying, retrieving, and summarizing key information from massive datasets"."” It
includes technologies like Extractive Question Answering (QA) *°, which finds and
extracts "precise answers" *’ or "relevant facts" ' from existing, verifiable source
documents.

Why it's "Safe": This methodology operates within a "Safe Harbour" because its output
is auditable, reliable, and verifiable." The technology is designed to present the exact
text from the source, allowing a user to "validate that response very easily by viewing it in
context".' It is "confined to existing knowledge bases".” This methodology "preserv[es]
the core mission of providing reliable, verifiable statistical information" ' and is the only
GRC-compliant way to build a foundational knowledge asset.

Specific Sub-Methodology: Structured Knowledge Extraction. This is the key "safe"
technique for capturing the human Cognitive Residual. It involves using Al to convert
unstructured expert knowledge into "structured, analyzable data".*® This process begins
with "structured expert interviews" *° or "extensive interviews of experts" °° and reduces
that complex knowledge into a verifiable, structured format *, rather than a "brittle" set

of "if-then" rules.*®

2. '‘Mimetic' (High Risk / "Unsafe")

Definition: This methodology creates new, synthetic content. It imitates or "clones"
human labor *" and communication, acting as a "co-creator" * rather than a researcher.
These are the "synthetic, mimetic, agentic tools" ' that attempt to replicate human
personality and thought.

Why it's "Unsafe": This methodology is inherently not a "Safe Harbour".*? It is opaque
("black box") and suffers from "mimetic imperfection" *—a flawed, hallucinatory copy
that cannot be fully trusted. It is rooted in the "extractive exploitation" ** of data to train
an internal model, rather than the preservation of verifiable knowledge.** Using a purely
mimetic tool for a Living Twin is an exercise in "personality-cloning" ' that carries high
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legal and operational liability.

B. Re-defining the Map: The Hybrid Solution is the Only Viable Path

The "extractive vs. mimetic" binary, while useful for defining risk, is a strategic trap. A purely
extractive system is safe but limited. A purely mimetic system is advanced but unsafe.

The research shows that advanced, GRC-conscious systems are hybrid. The key technological
concept is Retrieval-Augmented Generation (RAG).” RAG is a hybrid model that combines a
generative (mimetic) Al with an extractive (retrieval) component.

The real risk distinction is not Extractive vs. Generative, but "Closed Book" vs. "Open Book"
Generative AL™

e "Closed Book" (Unsafe Mimetic): The Al generates answers "solely from the model’s
training data set” (its 'memory')." This is opaque, impossible to cite, and permissions
cannot be controlled.™ This is the high-risk "personality-cloning" model.

e "Open Book" (Safe Hybrid / RAG): The Al is "neatly constrained".”® It is forced to first
use an extractive search to find relevant, verifiable facts from the organization's own
knowledge base. It then uses its generative (mimetic) capability to synthesize only those
facts into a human-readable answer. This model is verifiable, citable, and respects data
permissions.'

Leading GRC-conscious vendors already confirm this hybrid approach. LexisNexis Protége,
for example, is explicitly described as integrating "extractive Al, which finds relevant results"
with "generative Al, which excels at creating new content".> Aiimi's platform is designed to

"call upon both extractive Al and generative Al models, selecting the best tool for the job"."

This redefines the procurement map. The only viable path for a GRC-compliant “Living Twin"
is a hybrid one:

1. Foundation (Build the PCA): Use Extractive methodologies (like Lazarus's structured
extraction ' or "structured expert interviews" *°) to build the verifiable, auditable
Portable Cognitive Asset (PCA).

2. Operation (Activate the Twin): Use a Mimetic engine (Generative Al) only in an "Open
Book" / RAG configuration.” This constrains the "mimetic" engine ™ to the "extractive" "
data.

C. Vendor Categorization and Risk Profiles

Based on this hybrid architectural requirement, the vendor market can be mapped into three
distinct categories.

1. Category 1: Extractive-Only (Safe Harbour / Foundation)
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o Methodology: Extractive QA, Structured Data Extraction, Information Retrieval.

o Vendors (Examples): Yext (Extractive QA for help centers) *¢, Lazarus Al (Structured
extraction from documents for GRC) %, HyperStart CLM (Extractive Al for contract
metadata tracking).®

o Use Case: Building the verifiable PCA. This is the "Safe Harbour" ** for capturing
and auditing the Cognitive Residual.

2. Category 2: Mimetic-Only / "Closed Book" (High Risk / Unsafe)

o Methodology: "Personality-cloning" ™, un-grounded generative models, "Closed
Book" architecture.’

o Vendors (Examples): Any "Closed Book" implementation of a general-purpose LLM
where the model is trained on employee data and used without a RAG architecture.

o Use Case: Not approved for the Cognitive Residual or Living Twin. The risk of
"mimetic imperfection" ™ (hallucination) and lack of verifiability ** creates
unacceptable legal and operational liability.

3. Category 3: Hybrid / RAG / "Open Book" (Conditional Safe Harbour / Operational)

o Methodology: Retrieval-Augmented Generation (RAG)."> Combines generative
(mimetic) capabilities with a verifiable, extractive knowledge base.

o Vendors (Examples): LexisNexis Protégé (combines "extractive Al" with GenAl for
legal work) *°, Aiimi (selects "best tool for the job," extractive or generative) ',
Haystack (open-source RAG pipelines with Extractive QA).*’

o Use Case: The only approved methodology for operating the "Living Twin." This
model is "conditionally" safe, with safety being contingent on the integrity of the
extractive PCA (managed by the AIKC).
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D. Table 5: 'Safe Harbour' Vendor Methodology Market Map

This table delivers an actionable procurement guide, moving the decision from a simple

"buy/don't buy" to a sophisticated, architecturally-aware strategy.

verifiable,
retrieved data.

Methodology | Core Risk Verifiability Approved Vendor / Key
Function Profile / Use Case Tool Citatio
Auditability Examples n
Extractive-Onl Verifiable Safe High. Output 1. Build the Lazarus Al i
y Q&A, Harbour is a direct, Cognitive 2, Yext *,
Structured citable extract Asset HyperStart
Data from a source (PCA). <=
Extraction document.
Mimetic-Only “Personality High None. Opaque | Not “Closed [
(Closed Book) Cloning," Liability "black box." Approved Book" LLMs
Un-ground (Unsafe) Prone to for (=
ed “mimetic Cognitive
Generation imperfection.” Residual.
Hybrid / RAG Grounded Conditio High (if 2. Operate LexisNexis =
(Open Book) Generation, nal Safe audited). the "Living Protégé %,
Synthesis Harbour Output is Twin." Aiimi ¢,
of Verifiable generated, but Haystack *
Data based only on

Table 5: 'Safe Harbour' Vendor Methodology Market Map
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V. Integrated Operational Response: A 4-Pillar
Framework

These four pillars are not independent strategies; they are components of a single, integrated
operational framework. This concluding section synthesizes them into an end-to-end process,
demonstrating their operational interdependence.

This framework transforms the "Cognitive Residual” challenge from an existential threat into a
durable, GRC-compliant competitive advantage.

1. Define the Asset (Pillar I): The organization's first step is to formally redefine its
relationship with employee knowledge. It must abandon the obsolete "work-for-hire"
model ' for the "Cogpnitive Residual" and, in partnership with Legal and HR, develop a
"Cognitive Persona License" addendum. This establishes the employee's knowledge as a
Portable Cognitive Asset (PCA), leveraging legal precedents from the "creator
economy"” " and establishing a clear governance model, such as a "Data Co-operative"
or "Direct License".’

2. Build the Asset (Pillar IV): With the legal framework in place, the organization must
procure technology to build the PCA. The "Safe Harbour" Market Map (Table 5) dictates
this procurement. The PCA cannot be built using "unsafe" Mimetic/Closed Book tools." It
must be built using 'Extractive' (Safe Harbour) methodologies ", such as "structured
expert interviews" *° and knowledge extraction “, to create a verifiable, auditable
knowledge base.

3. Govern the Asset (Pillar 1ll): This entire process—and the resulting asset library—must
be governed. The organization must hire or train and install the Al Knowledge Curator
(AIKC).® This independent, federated role (reporting to a cross-functional GRC
committee) ? acts as the "Agent Librarian" and "Ethics Engineer," responsible for the
quality, integrity, and compliance of the PCA (Table 3).

4. Operate the Asset (Pillar Il & IV): Once the PCA is built (Step 2) and governed (Step 3),
it can be "activated" as an in-employment ‘Living Twin'. This activation must use a
Hybrid/RAG (Open Book) vendor methodology ' that constrains the generative Al to
the verified PCA. The Twin's daily operations are then managed by the 'Signing
Authority' framework (Table 2), which defines liability.” The Twin's lifecycle is managed
by the 'Dual-Key' Retraining Policy *, which requires auditable sign-off from both the
employee and the AIKC. Any disputes are handled by the formal "Redress" channel.’
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Final Strategic Recommendation

This 4-pillar framework provides a complete, top-to-bottom operational response. It moves
the organization from a passive/extractive posture (which is high-risk, high-liability, and
ethically fraught) to a proactive/licensed posture (which is high-trust, auditable, and
collaborative). By treating expert employees as “creators" to be licensed, not resources to be
extracted, the organization can secure its most valuable competitive asset—its unique human
expertise—in the age of Al.
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